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Here is another example of RSA encryption and decryption. The parameters used here are
artificially small

Choose two distinct prime numbers, such as p = 61 and q = 53. Compute n = pq giving
n = 3233
Compute the product (p - 1)(q - 1) = 3128

Choose any number 1 < e < 3120 that is coprime to 3120. Choosing a prime number for e leaves us
only to check that e is not a divisor of 312@.

e = 17
Compute d, the modular multiplicative inverse of e mod 3120 yielding
d = 2753

The public key is (n = 3233, e = 17).
The private key is (n = 3233, d = 2753).

For instance, in order to encrypt m = 65, we calculate

6517 mod 3233 = 2790
To decrypt ¢ = 2790, we calculate

2790~2753 mod 3233 = 65
In real-life situations the primes selected would be much larger; in our example it would be
trivial to factor n, 3233 (obtained from the freely available public key) back to the primes p
and q. Given e, also from the public key, we could then compute d and so acquire the private

key.
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