Forms processing via CGI Scripts in C

A Form submitted via “Get”

<html>
<form method=”get” action=”/cgi-bin/prog”>
Name: <input name=”name”><br>
Email:<input name=”email”><br>
</form>
A Form submitted via “Post”

<html>
<form method=”post” action=”/cgi-bin/prog”>
Name: <input name=”name”><br>
Email:<input name=”email”><br>
</form>

Forms submitted via “get” contain the responses as part of the URL. There is a limit on the length of the responses. The receiving program needs to decode the environmental variable QUERTY_STRING to retrieve the responses.

Forms submitted via “post” do not submit the responses as part of the URL, and there is no limit to the length of the responses. The receiving program needs to decode the responses directly, using, for example, the gets function or something similar.

The following simple C programs will display the submitted values back to the client:

A C Program for “Get” forms:

#include <stdio.h>

#include <stdlib.h>

main(void)

{

   char *responses;

   responses = getenv("QUERY_STRING");

   printf("Content-type: text/html\n\n");

   printf("<html>You submitted: %s</html>\n", responses);

}
A C Program for “Post” forms:

#include <stdio.h>

#include <stdlib.h>

main(void)

{

   char responses[50];

   gets(responses);

   printf("Content-type: text/html\n\n");

   printf("<html>You submitted: %s</html>\n", responses);

}

Note the warning about “gets” when compiling the second program. It is due to the fact that the “gets” function results in a “buffer overflow” crash if the number of submitted bytes is more than allocated (50 in this case). You could use fgets(responses, 50, stdin); which will work well and cut off any extra characters submitted.

Decoding, i.e. breaking up the response string at the “&” and “=” signs is usually done via “standard” functions written specifically for CGI scripting. The following script, for example, uses the functions “getword”, “plustospace”, and “unescape_url” listed on the second page to process the first name/value pair of a submitted response.

#include <stdio.h>

#include <stdlib.h>

main(void)

{

   char *responses;

   char wrd[256];

   responses = getenv("QUERY_STRING");

   printf("Content-type: text/html\n\n");

   printf("<html>\n");

   printf("You submitted: %s<p>\n", responses);

   getword(wrd, responses,'&');

   plustospace(wrd);

   unescape_url(wrd);

   printf("First word: %s<p>\n", wrd);

   printf("</html>\n");

}

#include <stdio.h>

#define LF 10

#define CR 13

void getword(char *word, char *line, char stop) {

    int x = 0,y;

    for(x=0;((line[x]) && (line[x] != stop));x++)

        word[x] = line[x];

    word[x] = '\0';

    if(line[x]) ++x;

    y=0;

    while(line[y++] = line[x++]);

}

void unescape_url(char *url) {

    register int x,y;

    for(x=0,y=0;url[y];++x,++y) {

        if((url[x] = url[y]) == '%') {

            url[x] = x2c(&url[y+1]);

            y+=2;

        }

    }

    url[x] = '\0';

}

void plustospace(char *str) {

    register int x;

    for(x=0;str[x];x++) if(str[x] == '+') str[x] = ' ';

}

For extra Credit

Describe what this CGI script does and test it:

#include <stdio.h>

int incrementcount()

{

  FILE *f;

  int i;

  f=fopen("count.txt", "r+");

  if (!f)

  {

     sleep(1);

     f=fopen("count.txt", "r+");

     if (!f)

       return -1;

  }

  fscanf(f, "%d", &i);

  i++;

  fseek(f,0,SEEK_SET);

  fprintf(f, "%d", i);

  fclose(f);

  return i;

}

int main()

{

  printf("Content-type: text/html\n\n");

  printf("<html>\n");

  printf("<body>\n");

  printf("<h1>The current count is: %d</h1>\n", incrementcount());

  printf("</body>\n");

  printf("</html>\n");

  return 0;

}

