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A user account on unix allows a person to login to the machine to do vairous tasks.  These accounts range from super users, normal users, and restricted users.  Super users are usually the “root” account or derivations of the root account and they do not have any restrictions against them.  Mostly administrators of network machines that provide http, ssh, and other various daemons have this sort of access.  Normal users are accounts that are accessed daily.  This type of account does not need the status of “root” to do their tasks such as word processing, internet browsing, or playing games.  These accounts are the general type of accounts created on a Linux/Unix machine.  A restricted user has an account where various features and programs are not allowed.  Processes such as compiling source code, changing permissions on files and folders, or running certain protocol daemons are restricted.  This type of account is suitable for users that are just beginning to use Linux/Unix and the administrator does not want the user to change system settings.


There are two distinct locations where data for users is stored.  The first type is the “/home” or ~ directory.  This stores all information in a convenient general folder.  Multiple users besides root have a folder created within this folder.  Files generally stored there are graphics, documents, and other general media files.  The second place where information is stored about users is in the “/etc/shadow” file.  Shadow file contains all the passwords on the current machine for all users.  The file cannot be opened unless you login as root and open the file.  Within the file is the passwords encrypted into a special format.  Another notable file is “etc/passwd” which contains the type of shell and your user run level in it.  There are three main types of encryption that is used in the shadow password file. 


To authenticate the users Linux uses three systems NIS, Kerebos, and LDAP.  Kerebos is a single sign on authentication system that was originally developed at MIT.  Like its name, it is a watch dog that keeps intruders out of your networks if they are not supposed to be there, but equally difficult is the configuration of Kerebos because of its complexity.  More and more Linux computers are being used in a network of computers and need a simple way to retrieve username, password, and directory structures (/home/user/... etc).  Network Information Services is a client that provides this service.  It contains password authentication, group management, host names, and ip addresses in a secure database.  Any machine running a NIS client is capable of using these services.
  LDAP is a protocol that IBM, Microsoft, and other companies have agreed to support as a common way for people to keep centralized lookup databases on their networks.  Besides email address books, LDAP can be present on intranets and can even be used for keeping user browsers settings (Netscape is capable of this feature).  LDAP takes the pain out of looking up users manually on the network or the internet.


There are three different types of password protection schemes used commonly in Linux.  Those are des, md5, and blowfish.  DES is considered the default protection scheme and restricts users to a maximum of eight characters.  To its advantage DES works on all networks and for maximum compatibility this protections scheme should be implemented.  The next password protection scheme MD5 is supported by all current Linux distributions and allows for longer passwords.  To its disadvantage older distributions may not support this protection scheme.  The final protection scheme is “blowfish”, blowfish is not supported by all Linux distributions.  It requires more CPU power to calculate the hash value of the function therefore making it harder to crack using just a plain dictionary database.


Origins of DES stem from IBM laboratories.  The original name of the algorithm was LUCIFER and was adopted by the NSA (National Security Agency).  The reason for DES' creation was a call by the United States to find a way to secure and store transmitted data.  Luckily IBM answered the call and now to this very day financial institutions use a “triple-DES” protection scheme.  DES by itself is no longer used because of the EFF (Electronic Frontier Foundation).  The EFF created a $220,000 device that cracks DES transmitted materials.  DES for common use on workstations and end-user machines is perfectly fine.


The algorithm works on the principle of encoding the bits 1 and 0.  It takes every 64 bits, which represents 16 hexadecimal numbers and encodes them in blocks using a 16 bit key.  For example if our key is 1001001100110011 and our text message is “Hello there” this represents a problem.  Our text message is not exactly 64 bits long so there must be a padding method to fill in the remaining odd bits.  Our program would encode the method to lets say a size of 27 bits, the remaining 37 bits would be padded with 0 or 1 or another scheme based on the encryption algorithm.  Thanks to the EFF it no longer takes days and months to crack DES passwords, it takes 56 hours based on the machine the EFF created.


MD5 was created by Ronald L. Rivest at MIT.  The algorithm takes a file and encrypts a 128 bit message digest.  Rivest claims that it is impossible to create two 128 bit keys in which the same message digest is created.  The RSA incorporated their own technologies and made their own version of MD5.  Recently technology has advanced enough to calculate the 128 bit key.  Den Boer is responsible for creating the hypothesis of digest collisions and doing the theoretical works for the collision algorithm.  Van Oorschot has developed a brute force method which is the downfall of the original DES method and relatively takes 24 days on average to calculate the collision.  The cost of the collision is astronomical (10 million in 1994) so therefore any person willing to crack a 128 bit MD5 key is either a government agency or a hardcore hacker who has access to hardware beyond those of MIT or IBM laboratories.  MD5 hashing info is most commonly used in the shadow file of most Linux distributions.


Blowfish is synonymous with block cipher and can be used as and alternative to DES.  As of the mainline Linux kernel v2.5.47 blowfish has been added as a protection scheme.  The creator, Bruce Schneier, has no restrictions on the uses of blowfish and encourages vendors to use it in their software.  To this very day there are 150 applications that use blowfish.  Blowfish is a symmetric encryptor and decryptor, it uses the same key to encode as it uses to decode the message.  Blocks of 64 bits are encrypted just as in DES.  Blowfish is extremely fast, it uses 2x12 clock cycles to encrypt or decrypt a 128 bit message.  On top of speed blowfish is open source, portable, and can work with keys up to 448 bits in length.
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