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Firewall is a system designed to prevent unauthorized access to or from a private network.  Firewalls can be implemented in both hardware and software, or a combination of both.  They are frequently used to prevent unauthorized Internet users from accessing private networks connected to the Internet, especially intranets (a network belonging to an organization, usually a corporation, accessible only by the organization’s members, employees, or others with authorization).  All messages entering or leaving the intranet pass through the firewall, which examines each message and blocks those that do not meet the specified security criteria.


A firewall mostly enforces an access control policy between two networks. The actual means by which this is accomplished varies widely, but in principle, the firewall can be thought of as a pair of mechanisms: one which exists to block traffic, and the other which exists to permit traffic. Some firewalls place a greater emphasis on blocking traffic, while others emphasize permitting traffic. Probably the most important thing to recognize about a firewall is that it implements an access control policy.


There are several types of firewall techniques.  One is a packet filter.  This looks at each packet entering or leaving the network and accepts or rejects it based on user-defined rules.  Packet filtering is fairly effective and transparent to users, but it is difficult to configure. In addition, it is susceptible to IP spoofing (a technique used to gain unauthorized access to computers, whereby the intruder sends messages to a computer with an IP address indicating that the message is coming from a trusted host).  


The second type is application gateway.  This applies security mechanisms to specific applications, such as FTP and Telnet servers.  This is very effective, but can impose performance degradation.


The third type is circuit-level gateway.  This applies security mechanisms when a TCP or UDP connection is established.  Once the connection has been made, packets can flow between the hosts without further checking.


The forth type is proxy server.  This technique intercepts all messages entering and leaving the network.  The proxy server effectively hides the true network addresses.  In practice, many firewalls use two or more of these techniques in concert.  
Why would I want a firewall?  

Many traditional-style corporations and data centers have computing security policies and practices that must be adhered to. In a case where a company's policies dictate how data must be protected, a firewall is very important, since it is the embodiment of the corporate policy. Frequently, the hardest part of hooking to the Internet, if you're a large company, is not justifying the expense or effort, but convincing management that it's safe to do so. A firewall provides not only real security--it often plays an important role as a security blanket for management. 


Lastly, a firewall can act as your corporate “ambassador'' to the Internet.

Many corporations use their firewall systems as a place to store public information about corporate products and services, files to download, bug-fixes, and so forth.  Several of these systems have become important parts of the Internet service structure and have reflected well on their organizational sponsors.

What can a firewall protect against?  

Some firewalls permit only email traffic through them, thereby protecting the network against any attacks other than attacks against the email service. Other firewalls provide less strict protections, and block services that are known to be problems.


Generally, firewalls are configured to protect against unauthenticated interactive logins from the “outside” world.  This, more than anything, helps prevent vandals from logging into machines on your network.  More elaborate firewalls block traffic from the outside to the inside, but permit users on the inside to communicate freely with the outside.  The firewall can protect you against any type of network-born attack if you unplug it.


Firewalls are also important since they can provide a single “choke point” where security and audit can be imposed.  Unlike in a situation where a computer system is being attacked by someone dialing in with a modem, the firewall can act as an effective “phone tap” and tracing tool.  Firewalls provide an important logging and auditing function; often, they provide summaries to the administrator about what kinds and amount of traffic passed through it, how many attempts there were to break into it, etc.


Providing this “choke point” can serve the same purpose on your network as a guarded gate can for your site's physical premises.  That means anytime you have a change in “zones” or levels of sensitivity, such a checkpoint is appropriate. It is reasonable to expect layers of security on your network.

What can't a firewall protect against?  


Firewalls can't protect against attacks that don't go through the firewall. Many corporations that connect to the Internet are very concerned about proprietary data leaking out of the company through that route.  Unfortunately for those concerned, a magnetic tape can just as effectively be used to export data. Many organizations that are terrified (at a management level) of Internet connections have no coherent policy about how dial-in access via modems should be protected.  There are a lot of organizations out there buying expensive firewalls and neglecting the numerous other back-doors into their network.  For a firewall to work, it must be a part of a consistent overall organizational security architecture.  Firewall policies must be realistic and reflect the level of security in the entire network.  For example, a site with top secret or classified data doesn't need a firewall at all: they shouldn't be hooking up to the Internet in the first place, or the systems with the really secret data should be isolated from the rest of the corporate network.


Another thing a firewall can't really protect you against is traitors inside your network.  While an industrial spy might export information through your firewall, he's just as likely to export it through a telephone, FAX machine, or floppy disk.  Floppy disks are a far more likely means for information to leak from your organization than a firewall.

Lastly, firewalls can't protect against tunneling over most application protocols to trojaned or poorly written clients.  There are no magic bullets and a firewall is not an excuse to not implement software controls on internal networks or ignore host security on servers. Tunneling “bad” things over HTTP, SMTP, and other protocols is quite simple and trivially demonstrated.

Can firewalls keep out viruses?


Firewalls can't protect very well against things like viruses. There are too many ways of encoding binary files for transfer over networks, and too many different architectures and viruses to try to search for them all.  In other words, a firewall cannot replace security-consciousness on the part of your users.  In general, a firewall cannot protect against a data-driven attack—attacks in which something is mailed or copied to an internal host where it is then executed.  This form of attack has occurred in the past against various versions of send-mail, ghost-script, and scripting mail user agents like Outlook.


Organizations that are deeply concerned about viruses should implement organization-wide virus control measures.  Rather than trying to screen viruses out at the firewall, make sure that every vulnerable desktop has virus scanning software that is run when the machine is rebooted.  Blanketing your network with virus scanning software will protect against viruses that come in via floppy disks, modems, and Internet.  Trying to block viruses at the firewall will only protect against viruses from the Internet--and the vast majority of viruses are caught via floppy disks.


Nevertheless, an increasing number of firewall vendors are offering “virus detecting” firewalls.  They're probably only useful for naive users exchanging Windows-on-Intel executable programs and malicious-macro-capable application documents.  There are many firewall-based approaches for dealing with problems like worms and trojans and other attacks.  Do not count on any protection from attackers with this feature.


A strong firewall is never a substitute for sensible software that recognizes the nature of what it's handling—untrusted data from an unauthenticated party—and behaves appropriately.


If you don't have a good idea of what kind of access you want to allow or to deny, a firewall really won't help you. It's also important to recognize that the firewall's configuration, because it is a mechanism for enforcing policy, imposes its policy on everything behind it. Administrators for firewalls managing the connectivity for a large number of hosts therefore have a heavy responsibility.


Firewalls are a very effective way to protect your system from many Internet security threats, and they’re a critical component of today’s computer network.  A firewall is considered a first line of defense in protecting private information.
