Exam Review Question

General “How To” Questions

1. List all files in a directory

ls (ls -l for long format, or ls -a for all files, or ls -la)

2. List all files having a ".txt" extension

ls *.txt

3. List all files in a directory including their size, date, and permissions

ls -l

4. Copy "fileA" to "fileB"

cp fileA fileB

5. Rename "fileA" to "fileB"

mv fileA fileB

6. Delete "fileA"

rm fileA

7. Delete all files in a directory and all its subdirectories

rm -r *

8. Why are the 'rename' and 'copy' "dangerous and what can you do to avoid the problem

They overwrite without warning – to avoid, use the “-i” flag for “interactive”

9. Change to, say, the /tmp directory

cd /tmp

10. Change to the home directory

cd (to print the current directory, use “pwd”)

11. Make a new directory

mkdir NEW_DIR

12. What do the symbols "." and ".." refer to, usually?

. refers to “this directory”

.. refers to “parent directory”

13. Where is the file referred to as "~/afile.txt" located?

In the user's home directory

14. What's so special about files and directories starting with a period?

The are considered as “hidden files/dirs” in the sense that 'ls' does not show them

ls -la

15. Remove a directory

rmdir EXISTING_DIR (works only for empty directories) or

rm -r EXISTING_DIR (remove dir and all files and dirs in it)

16. Display all or parts of a file on the screen

cat FILE (displays whole file contents, stands for concatenate) 

more FILE (one screen at a time, interactive)

head FILE (displays top portion)

tail FILE (displays last few lines)

17. What is “/dev/null”

NOTHING – big void, used to redirect output that you don't want to see ....

cp FILE /dev/null

Permission and Ownership

If you list a file together with its details, the output might be:

-rw-rw-r--    1 faculty wachsmut   149204 Jan 19 18:42 results.txt

drwxrwxr-x    2 faculty wachsmut     4096 Jan 19 18:24 Songs

What do all the "r, x, d, w's" mean? Who owns the files? What about the rest of the information?

R = read, w = write, x = execute, d=directory

first three = owner, second three = group, last three = all

How do you set the permissions of a file so that 

(a) everyone can read a file but only the owner can write to?

chmod a-rwx FILE

chmod a+r,u+w FILE

(b) everyone can write to a file but only the owner can write to? TRICK QUESTION, makes no sense

User and Password Information

What is the "root" user?

The “system administrator” or “owner” or the one user with rights to everything.....

What is the "passwd" file?

Contains login name, user id, group id, and user home dir and default shell. Located in /etc. Used to also contain actual encrypted passwords, superceded by “shadow passwords”

Describe as best as possible what happens when you login to a Linux system

you are asked for name and password

system looks up name in /etc/passwd and checks matching password

if all matches, executes “default system-wide scripts”, then “user default script”

then you are logged in – much simplified

Job Control

What does the "at" command do?


Runs process at a later date or time

How do you start a job so that it executes in the background?


You append “&” at the end of the command

How do you check the status of all jobs you started?


Use “jobs”

How to you bring a background job to the foreground?


Use “fg” or “fg %jobID”

What happens when a background job requires user interaction?


It stops. I would use “fg” then interact, then put it in the backgrond

How do you list processes that are currently running


ps (lists all user processes)


ps -e (lists 'every' process)

Complex Single-line Commands

What is the basic command to locate specific files? Give an example of how to search for the file "important.txt" that you think is in someone's /home directory.


find /home -name inportant.txt -print

What is the purpose of the "grep" command? Give an example of using the command and explain what is happening.


Search for a phrase in a file

What do the symbols > and >> have in common, and what is their difference?


> and >> both 'redirect output' but “>>” appends, “>” overwrites

What is the symbol | used for?


“pipe” symbol connects output of one command to another command (chains commands together)

Can you use > and | together?


yes

Check if a process named “httpd” is currently running on your system.


ps -e |  grep httpd

Search for the file “secret.txt” anywhere on your system, but make sure you redirect the output into a file “results.txt” in your home directory and the search executes in the background.


Find / -name secret.txt -print > results.txt &

Simple Shell Scripts

What is a "shell"? Name at least three different ones (shells) and briefly describe their difference.


“command line interpreter” with optional interactive features


sh – not interactive, basic shell available everywhere


csh – in between


bash – has features like TAB and up/down arrow

How do you execute a shell script – name at least three different methods


set permissions to “x” and type the name of the script (dir of script must be in your path)


sh scriptname


./scriptname (must have 'x' permission, script is in current directory)

Shell scripts use a basic yet flexible programming language. Like all programming languages there particular flow control statement. Name the exact syntax for

· The "if" statement and its alternatives

if TEST then


blah

fi

or

 if test

   then

      commands     (if condition is true)

   else

      commands     (if condition is false)

   fi

or

if ...

   then ...

   elif ...

      then

     ...

   fi

For example:

if test -f filename


echo “name exists”

fi

or as another example

#!/bin/sh

# write a program that take one input and determines if the input is

# a file or a directory

if test -f $1

then

      echo "$1 is a file"

   elif test -d $1

   then

      echo "$1 is a directory"

   else

      echo "$1 does not exist"

fi
· The "case" statement

case word in

   pattern1) command(s)

   ;;pattern2) command(s)

   ;;

   *) command(s)

   ;;

   esac

A simple example is:

#!/bin/sh

# This command says "good" if the input is "Bert"

# and bad if the input is "Carl" and "whatever" otherwise

case $1 in

   "Bert")

        echo "Good"

   ;;

   "Carl")

        echo "Bad"

    ;;

    *)

        echo "Whatever"

    ;;

esac
· The "for" statement

for var in list-of-words

   do

     commands

   done

#!/bin/sh

# a script to append "WINNER" to every name on the input list

# Example: 'sh test bert john jane' should give:

#  WINNER bert

#  WINNER john

#  WINNER jane

echo "The input was: $*"

for i in $*

do

   echo "WINNER $i"

done
· The "while" statement

while command-list1

   do

     command-list2

   done 

#!/bin/sh

# WHILE loop: write a loop that prints the input line until the user

# says done

# FOR loop: write a loop that appends WINNER to every input parameter

until echo "$X" | grep "done" > /dev/null

do

   read X                # read input from user and store it in X

   echo "The user typed $X"

done

How do you test for the existence of a file and/or a directory in a shell script?

Use the “test -f NAME” command (as opposed to “test -d NAME” which tests for a directory)

How to you read user input in a shell, store it in a variable, and use that variable in another part of your script.

   read X

   echo “X = $X”

What are shell script parameters and how do you refer to them in a shell script?

Input values to the script from the command line

With $1 ... $9 as well as $$ and $#

Write a shell script that prints your full name and today's date. Expand it so that it includes the user's home directory, and the current directory.

#!/bin/sh

# First, today's date:

echo "Today is: `date`"

echo "Current directory is: `pwd`"

echo "Name and home directory: `cat /etc/passwd | grep $USER`"

Write a shell script that checks whether I (wachsmut) am currently logged in. If so, it should say "the doctor is in", otherwise it should say "the doctor is out" (recall that "who" gives you a list of everyone logged in)

#!/bin/sh

if who | grep "wachsmut" > /dev/null

then

   echo "Doctor is in"

else

   echo "Not in"

fi

Modify the above script to check whether a particular user specified on the command line is logged in.

Just use “$1” instead of “wachsmut”

Modify again to print an error message is no parameter is given.

#!/bin/sh

case $# in

  1)

if who | grep $1 > /dev/null

then

   echo "Doctor is in"

else

   echo "Not in"

fi

;;

  *)

echo "Read the manual, dodo"

;;

esac

Advanced Shell Scripts 

Write a program that says "The end is far away" if today between Jan to April, or "The end is near" in May to August" or "The end is coming" in Sept to Dec.

#!/bin/sh

# uses the 'date' command with the appropriate parameter to list the

# current month - store it in the variable TODAY

TODAY=`date +"%m"`

case $TODAY in

   "01"|"02"|"03"|"04") echo "The end is far away"

   ;;

   "05"|"06"|"07"|"08") echo "The end is close"

   ;;

   "09"|"10"|"11"|"12") echo "The end is coming"

   ;;

   *) echo "Invalid month"

   ;;

esac
Write a program that checks if any of a list of users given on the command line is logged in. For each user it should say whether he/she is logged in or not.

#!/bin/sh

for i in $*

do

   if who | grep $i > \dev\null

   then

      echo "$i is logged in"

   else

      echo "$i is not logged in"

   fi

done

What does the following script do:

#!/bin/sh

   while who |grep -s $1 >/dev/null

   do

     sleep 60

   done

   echo "$1 has logged out"

It checks every 60 seconds if the user specified on the command line is still logged in. If he/she is logged in, nothing happens, otherwise the program says that the user logged out

Write a shell script that checks whether a given file exists. If so, copy the file to another name that is the original name + the .backup extension

#!/bin/sh

if test -f $1

then

   cp $1 $1.backup

fi
Write a shell script that checks whether a given file exists. If so, compress the file via the 'gzip' command, otherwise show an error message

Write a shell script to backup a file. The file name to back up should be provided as input parameter, the backup file should have the same file name but an (additional) extension ".bak". If the user provides no input parameter, the script should display an error message. If there is an input file name, but it does not exist, the script should display an error message. If the input file exists, the script should create the backup file and overwrite an existing backup file with the same name if necessary.

#!/bin/sh

case $# in

   1)

if test -f $1

then

   cp $1 $1.bak

else

   echo "File [$1] does not exist - can not backup"

fi

;;

   *)

      echo "Use with file name as parameter"

   ;;

esac

Multiple Choice T/F Questions

There will be several multiple choice questions about topics touched upon in the various presentations. I will only refer to those presentations that have a paper posted in our web site. All questions will refer only to items mentioned in the papers, regardless of whether they were mentioned during the presentations.

Partition

F One hard disk can support at most two partitions

T Partitions are used to support multiple operating systems on one hard disk

T Using multiple partitions reduced the risk of data loss

F Using multiple partitions can slow down saving and retrieving data

Network Setting

T The DNS server is responsible for matching an IP name with an IP number, like a directory assistance system

F One local area network can have only one DNS server

T The DHCP server is responsible for assigning IP numbers to machines on a network and makes sure every machine has a unique IP number

Firewall

T A firewall is a system designed to prevent unauthorized access to or from a private network.

F A firewall prevents you from catching a computer virus or worm

F A firewall is used to filter out unwanted email (spam)

T A firewall could act as a “packet filter”, examining each packet that enters or leaves the network and accepts or rejects it based on rules such as “reject all incoming packets destined for port 4332 on any system”

Time

F A second is currently defined to be the 86,400th (= 60*60*24) part of one day

T There are some states in the USA that have more than one time zone

T The Network Time Protocol (NTP) specifies how computers can synchronize their clocks

Gnome and KDE

T KDE is based on the QT library and is therefore not completely “open source”

F Gnome is a proprietary desktop system you need to license but don't have to purchase

