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Supplemental Paper for Presentation:

DHCP and Network Settings - What is DHCP and its function, what is a Gateway and why do we need one, what is DNS?
Internet Protocol


An Internet Protocol address (IP address) is a computer’s numeric address, such as 149.150.51.69 (www.shu.edu).   Each number between the dots (see previous example) is called an octet.  Usually the address uses a 32-bit number that defines both the network and the host.  IP Version 4 uses 4-byte (32 bit) addresses, which limits the address space to 2 to the 32nd power.  

Many IP addresses are reserved for certain purposes.  Additionally, an IP address will help identify the size of the network.   Class A Networks are identified by the first octet that ranges from 1 to 126.  www.shu.edu is a Class B Network, which are identified by the first two octets, and range from 128 through 191.


IP addresses allow firewalls to block other networks (black listing) or to allow from only particular networks (white listing).
Dynamic Host Configuration Protocol (DHCP)


DHCP is a communications protocol that automates the assignment of IP addresses (and other client parameters) so that the IP address is unique to the server.  Without DHCP (or anything like DHCP), it would be the network administrator’s responsibility to manually assign IP addresses to each machine/peripheral that connects to the network.  This would be too time consuming and full of the risk of human-error (example: Assigning the same IP address to two different clients).  Additionally, moving computers around the network would be painstakingly painful if it was done manually.


There are four phases to DHCP Protocol.

· Discover Phase – when a device connects to the network, the client sends a broadcast request looking for a DHCP server to answer.  The router redirects this packet, called DISCOVER or DHCPDISCOVER, to the correct DHCP server, which then receives the packet. Based upon availability, the DHCP server reserves an appropriate and unique IP address to the client.

· Offer Phase – continuing from the Discover Phase, the DHCP server temporarily reserves the IP address and offers the client the IP address.  This is called an OFFER or DHCPOFFER. The server will also configure other parameters on the client such as DNS  Servers, etc.

· Request Phase – After the Offer Phase, the client sends a REQUEST (DHCPREQUST) packet to the DHCP server to notify the server that it accepts the offer.

· ACKNOWLEDGEMENT – The DHCP server sends an ACK (or DHCPACK) packet confirming that the client has been given a lease on the address.   A DHCP Lease is the amount of time a DHCP server grants the client permission to use that IP address.  The administrator can set this.

There are a few ways that the DHCP server can allocate IP addresses.  The first is Manual Allocation, better known as static IP addresses.  The second is Automatic allocation, when the DHCP automatically assigns the IP address following the four phases above.  Dynamic Allocation is much like Automatic Allocation, except the DHCP server tracks the leases and reassigns them to other DHCP clients as they expire.

What is a Gateway? 


In earlier times, a gateway was a name for what we now call a Router.  The “Default gateway” is a router, forwarding traffic that is not addressed to a particular station within the local network.


A gateway allows different networks to connect and understand each other (networks may use different protocols).  Gateways convert one protocol to another.  (A regular “router” does not do this).  In a big network, a computer server acting as the gateway is often also acting as a proxy server and firewall.

What is DNS?  
DNS stands for Domain Naming System.  It serves as the “phonebook” for the Internet by translating computer host names (www.shu.edu) into IP addresses (149.150.51.69).
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