What happens when you Login?

When you login you see a message similar to the one below. Why?

   Last login: Wed Jan 21 2004 14:43:58 -0500 from shunat236-103.shu.edu

   WELCOME to Sciris, a Unix server operated by the Department of

   Mathematics and Computer Science at Seton Hall University. It is 

   to be used EXCLUSIVELY for Math and CS purposes, classes, or projects. 

     ****************************************************************

     *  ==> Sciris has been upgraded to an 8 Processor System <==   *

     ****************************************************************

   If you have any questions, please send electronic mail to

   [wachsmut@shu.edu], or check [http://sciris.shu.edu/] for FAQ's,

   HowTo's, downloads, etc., and [http://artsci.shu.edu/mathcs], the 

   Math and CS Departmental homepage.

                                               Happy computing ...

No mail.

Here is what "man login" says about what happens during login: login is used when signing onto a system. It can also be used to switch from one user to another at any time (most modern shells have support for this feature built into them, however).

If an argument is not given, login prompts for the username.

If the user is not root, and if /etc/nologin exists, the contents of this file are printed to the screen, and the login is terminated. This is typically used to prevent logins when the system is being taken down.

If special access restrictions are specified for the  user  in /etc/usertty, these must be met, or the log in attempt will be denied and a syslog message will be generated. See the section on "Special Access Restrictions".

If the user is root, then the login must be occurring on a tty listed in /etc/securetty. Failures will be logged with the syslog facility.

After these conditions have been checked, the password will be requested and checked (if a password is required for this username). Ten attempts are allowed before login dies, but after the first three, the response starts to get very slow. Login failures are reported via the syslog facility. This facility is also used to report any successful root logins.

If the file .hushlogin exists, then a "quiet" login is performed (this disables the checking of mail and the printing of the last login time and message of the day). Otherwise, if /var/log/lastlog exists, the last login time is printed (and the current login is recorded).

Random administrative things, such as setting the UID and GID of the tty are performed. The TERM environment variable is preserved, if it exists (other environment variables are preserved if the -p option is used). Then the HOME, PATH, SHELL, TERM, MAIL, and LOGNAME environment variables are set.  PATH defaults to /usr/local/bin:/bin:/usr/bin:. for normal users, and to /sbin:/bin:/usr/sbin:/usr/bin for root. Last, if this is not a "quiet" login, the message of the day is printed and the file with the user's name in /var/spool/mail will be checked, and a message printed if it has non-zero length.

The user's shell is then started. If no shell is specified for the user in /etc/passwd, then /bin/sh is used. If there is no directory specified in /etc/passwd, then / is used (the home directory is checked for the .hushlogin file described above).

Your default shell, as specified in /etc/passwd, is /bin/bash.

Next, the files /etc/profile will execute, which looks similar to (stuff deleted)
# /etc/profile

# System wide environment and startup programs, for login setup

# Functions and aliases go in /etc/bashrc

USER="`id -un`"

LOGNAME=$USER

MAIL="/var/spool/mail/$USER"

HOSTNAME=`/bin/hostname`

HISTSIZE=1000

if [ -z "$INPUTRC" -a ! -f "$HOME/.inputrc" ]; then

    INPUTRC=/etc/inputrc

fi

# make sure that /usr/local/bin is searched first

PATH=/usr/local/bin:$PATH

export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE INPUTRC

for i in /etc/profile.d/*.sh ; do

    if [ -r "$i" ]; then

        . $i

    fi

done

unset i

Next the ~/.profile (if you are an "sh" user) or ~/.bashrc (if you are a "bash" user) will execute. In my case it looks like this:

# .bashrc

# User specific aliases and functions

# Source global definitions

if [ -f /etc/bashrc ]; then

        . /etc/bashrc

fi

# Alias definition to (re)define favorite commands

alias mv='mv -i'

alias rm='rm -i'

Then there is the system-wide /etc/bashrc file that executes next for "bash" users
# /etc/bashrc

# System wide functions and aliases

# Environment stuff goes in /etc/profile

# by default, we want this to get set.

# Even for non-interactive, non-login shells.

if [ "`id -gn`" = "`id -un`" -a `id -u` -gt 99 ]; then

        umask 002

else

        umask 022

fi

# are we an interactive shell?

if [ "$PS1" ]; then

    if [ -x /usr/bin/tput ]; then

      if [ "x`tput kbs`" != "x" ]; then # We can't do this with "dumb" terminal

        stty erase `tput kbs`

      elif [ -x /usr/bin/wc ]; then

        if [ "`tput kbs|wc -c `" -gt 0 ]; then # We can't do this with "dumb" terminal

          stty erase `tput kbs`

        fi

      fi

    fi

    case $TERM in

      xterm*)

        if [ -e /etc/sysconfig/bash-prompt-xterm ]; then

               PROMPT_COMMAND=/etc/sysconfig/bash-prompt-xterm

        else

        PROMPT_COMMAND='echo -ne "\033]0;${USER}@${HOSTNAME%%.*}:${PWD/#$HOME/~}\007"'

        fi

        ;;

      screen)

        if [ -e /etc/sysconfig/bash-prompt-screen ]; then

                        PROMPT_COMMAND=/etc/sysconfig/bash-prompt-screen

        else

        PROMPT_COMMAND='echo -ne "\033_${USER}@${HOSTNAME%%.*}:${PWD/#$HOME/~}\033\\"'

        fi

        ;;

      *)

      [ -e /etc/sysconfig/bash-prompt-default ] && 
           PROMPT_COMMAND=/etc/sysconfig/bash-prompt-default

            ;;

    Esac

    # Turn on checkwinsize

    shopt -s checkwinsize

    [ "$PS1" = "\\s-\\v\\\$ " ] && PS1="[\u@\h \W]\\$ "

    if [ "x$SHLVL" != "x1" ]; then # We're not a login shell

        for i in /etc/profile.d/*.sh; do

            if [ -r "$i" ]; then

                . $i

            fi

        done

    fi

fi

