CGI Scripts

The Common Gateway Interface (CGI) is a standard for interfacing external applications with information servers, such as HTTP or Web servers. A plain HTML document that the Web daemon retrieves is static, which means it exists in a constant state: a text file that doesn't change. A CGI program, on the other hand, is executed in real-time, so that it can output dynamic information.

Since a CGI program is executable, it is basically the equivalent of letting the world run a program on your system, which isn't the safest thing to do. Therefore, there are some security precautions that need to be implemented when it comes to using CGI programs. Probably the one that will affect the typical Web user the most is the fact that CGI programs need to reside in a special directory, so that the Web server knows to execute the program rather than just display it to the browser. This directory is usually under direct control of the webmaster, prohibiting the average user from creating CGI programs.

Each time a client requests the URL corresponding to your CGI program, the server will execute it in real-time. The output of your program will go more or less directly to the client. CGI uses environment variables to send your program its parameters. The most commonly used environmental variable for this is:  QUERY_STRING. QUERY_STRING is defined as anything which follows the first ? in the URL. This string is encoded in the standard URL format of changing spaces to +, and encoding special characters with %xx hexadecimal encoding. You will need to decode it in order to use it.

CGI programs can return a myriad of document types. They can send back an image to the client, and HTML document, a plaintext document, or perhaps even an audio clip. They can also return references to other documents. The client must know what kind of document you're sending it so it can present it accordingly. In order for the client to know this, your CGI program must tell the server what type of document it is returning.

To return, for example, a complete HTML document you must tell the server what kind of document you will be outputting via a MIME type. Common MIME types are things such as text/html for HTML, and text/plain for straight ASCII text. For example, to send back HTML to the client, your output should read:

        Content-type: text/html

        <HTML><HEAD>

        <TITLE>output of HTML from CGI script</TITLE>

        </HEAD><BODY>

        <H1>Sample output</H1>

        What do you think of <STRONG>this?</STRONG>

        </BODY></HTML>

Consequently, a (very simple) CGI script, written in C, might look like this:

#include <stdio.h>

#include <stdlib.h>

#define LF 10

main(int argc, char *argv[])

{

    printf("Content-type: text/html%c%c", LF, LF);

    printf("<HTML><HEAD>%c", LF);

    printf("<TITLE>output of HTML from CGI script</TITLE>%c", LF);

    printf("</HEAD><BODY>%c", LF);

    printf("<H1>Sample output</H1>%c", LF);

    printf("What do you think of <STRONG>this?</STRONG>%c", LF);

    printf("</BODY></HTML>%c", LF);

}

The trick is how to transfer data from a web page to the program, and act depending on that input. Add the following lines at appropriate places to see the values of arc, argv, and the environmental variable QUERY_STRING:

    char *cl;

    cl = getenv("QUERY_STRING");

...

    printf("QUERTY_STRING: %s", cl);

Other commonly used environmental variables are:

SERVER_SOFTWARE, SERVER_NAME, GATEWAY_INTERFACE, SERVER_PROTOCOL, SERVER_PORT, REQUEST_METHOD, HTTP_ACCEPT, PATH_INFO, SCRIPT_NAME, QUERY_STRING, REMOTE_HOST, REMOTE_ADDR, REMOTE_USER, AUTH_TYPE, CONTENT_TYPE, CONTENT_LENGTH

Exercise:

Create a CGI Script that gets the remote machine name and address and displays it to the user. Something like: “you are calling from XXX.YYY”.

To process forms, you need to either process the QUERY_STRING directly and break it up at the “&” symbols into the various pieces (for a form submitted via GET) or you can access the values in the form directly via gets function (for a form submitted via POST).

For additional details, check http://computer.howstuffworks.com/cgi.htm

