What to do with SSH

With SSH you can login to another system or remotely execute a (non-interactive) program on another system. All communications between machines is automatically encrypted/decrypted so that it can be intercepted without problems but not read by unauthorized parties. For example:


ssh n02

will log you in to the machine n02, using your current username

ssh USERNAME@n02

will log you in to the machine n02, using USERNAME as username, and


ssh USERNAME@n02 cmd

will remotely execute “cmd” on machine “n02” as user USERNAME, provided you can properly identify yourself. Try it now by logging in to n01.rc.tltc.shu.edu and then execute the “date” command on the machine n02.rc.tltc.shu.edu. 

SSH uses multiple protocols to verify your identity:

· if checks if you have a key that matches the one stored in your home directory

· if unsuccessful, it asks for a password and checks against the system password

Your key may be protected with a passphrase, which would provide the highest level of security. To generate your own SSH key, use:

ssh-keygen -t rsa
For your convenience, do NOT use a passphrase when prompted, even though that is not recommended.

You can now move your keys to other machines. For example:

ssh n02 mkdir -p .ssh

cat .ssh/id_rsa.pub | ssh n02 'cat >> .ssh/authorized_keys'

will create an appropriate directory on machine “n02” and copy your public key into that directory on the machine “n02”.
Try again to login to n01.rc.tltc.shu.edu and then execute the “date” command on the machine n02.rc.tltc.shu.edu. You should not be asked for a password to execute the command any more. Try to login to n03 – are you asked for a password? Explain!
Now you can execute commands in parallel on all machines onto which you have copied your key.
